MuHob6pHayKu Poccum
OEAEPA/IBHOE TOCYAAPCTBEHHOE BIOAXXETHOE OBPA3OBATEJ/IbHOE YYPEXAEHUE
BbICLLETO OBPA30OBAHMA
«BOPOHEXCKUM I'OCyAAPCTBEHHbIﬂ YHUBEPCUTET»
(®reoy BO «BIr'y»)
YTBEPXAAKO

) 3aBeaytowmnii Kadeapon
C’Z;%m:_ CupoTta AneKkcaHap AHaTO/beBuY
Kadepgpa TeXI—;OﬂOI’VIﬁ 06paboTKM M 3alUTbl MHPOPMALUN
03.05.2023

PABOYAS MPOMPAMMA YYEBHOM AUCLIMIMJINHDI

51.B.05 AHa/in3 yA3BMMOCTEN NPOrpaMmMHOro obecneyeHums

1. Kog 1 HaMMmeHoBaHMe HanpaBJ/IEHUA NOLFOTOBKM/CreLmMaibHOCTMU:
10.05.01 KomnbloTepHasa 6e30nacHoOCTb

2. Mpodurnb nogroTtoBku/cneymanmsaumsa:

AHanun3 6e30NacHOCTU KOMMNbIOTEPHbIX CUCTEM

3. KBasimdumkauma (cteneHb) BbINyCKHUKA:

Cneuyunanurtet

4. ®opmMma obyyeHHnA:

OuyHasna

5. Kadbeppa, oTBevawwasn 3a peasimsauymio AUCLUNIIUHDBIL
Kadeapa TexHonormi o6paboTkm 1 3awmTbl MHGOPMaALLUN

6. CoctaBUTE/IM NPOrpaMMbl:

OproyeHko Munxann AHaToNbeBUY, K.T.H., LOLUEHT

7. PekoMmeHpoBaHa:

npotokon Ne7 ot 03.05.2023

8. Yue6HbIM rop;:

2027-2028

9.lenm 1 3agaum y4ue6HOM AUCLUMNIINHDI:

Lenb ANCUUNANHBI — 03HAKOM/IEHME CTYAEHTOB C TEOPETUYECKMMM U NPAKTUYECKMMM acleKTaMmn aHanu13a
YSA3BMMOCTEN 1 06LWMMUM NPUHLMNAMK 3aLLLUTbI NporpammHoro obecnevenusa (MNO) Ana nosbleHMA
6e3onacHOCTM pa3paboTKKU U FKCMIyaTaunmm MHOOPMALLMOHHbIX CUCTEM Pa3/IMYHOIO HasHaYeHus.

OCHOBHblE 33424 AUCLMUMINHbI: O3HAaKOM/IEHUE CTYAEHTOB C MPUYMHAMM BO3HUKHOBEHUA U NPUHLIMMAMM
3KCM/lyaTaumm yss3sBUMOCTEN B MPOrPaMMHOM KOAe, U3yYeHMe MPaKTUYeCKUX NPUMEpPOB YA3BMMOCTEN B
NpPOrpaMmMHOM KOAeE; U3ydeHue NPUHLMNOB aHan3a KoAa, BHYTPEHHEro npeacrasieHma nporpammsl ans
aHanu3a, 03HaKoOMIeHMe C NPUHLUMNAMKM PaboTbl CTaTUCTUUYECKUX U AMHAMUNUYECKUX aHANM3aTOPOB KoAa;
M3yyeHune NpUHLKMNOB co3aaHua 6eszonacHoro MNO 1 coBpeMeHHbIX METOA,0B 3aLLUTbl UCXOAHbIX U 6anT
KO4,0B Mporpamm; oBiageHmne npakTM4eckMMUM HaBblkammn GOPMUPOBAHMA KOMIMIEKCA Mep AR
noBbllleHMs KayecTsa pa3paboTku MO.

10. MecTo y4ye6HOM AUCUMNIMHBI B CTPYKType OOIM:

Bnok ob6asaTenbHble ANCUUNANHBI BAPUATUBHOM YacTu. [11A ycrnewHoro 0CBOEHUA ANCLUMINHbI
HeobxoAMMbl BXOAHble 3HAHMSA B 06/1aCTK ycTpolicTBa 9BM 1 onepaumMoHHbIX CUCTEM, TEOPUU



KOMMUNNATOPOB, VIH(I)OpMaTVIKM M MmatemaTtn4yeCckmx OoCHOB KpVII'ITOI'pad)VIVI.

11. NMnaHMpyeMble pesy/ibTaTbl 06yYEHUA NO AUCLUUNIAMHE/MOAY IO (3HAHUA, YMEHUA, HaBbIKK),
COOTHECEHHbIE C NJIAaHUPYEMbIMAU pe3y/ibTaTaMU OCBOEHMSA 06pa3oBaTe/IbHOM NPOrpaMMmbl
(KoMrneTeHUUAMHU BbINMYCKHMKOB) U MHAUKATOPaMM MX OOCTUNKEHMUA:

Koa v HasBaHue
KOMMneTeHuumn

MK-3 CnocobeH
npoBoAUTb aHaNM3
6e3sonacHocCTH
NporpaMmMHbIX CPeACcTB B
KOMMNbOTEPHbLIX CUCTEMAX

MK-3 CnocobeH
npoBOAUTb aHaNM3
besonacHocTU
NporpaMmHbIX CPeaCcTB B
KOMMNbKOTEPHbLIX CUCTEMAX

12. O6bEM AUCUMIIMHDBI B 3a4E€THbIX eAnHMLax/vyac:

3/108

Kog v Ha3zBaHuMe
MHAOMKaTopa
KOMMeTeHuumn

MNMK-3.1 3HaeT OCHOBHbIe
TUMbI YI3BMMOCTEN
NporpammHoro
obecneyeHna u
BO3MOXHble MyTU UX
ycTpaHeHusn

MK-3.3 ymeet
aHaNM3npoBaTb
nporpamMmmHbie cpeacTBa
Ha HaNNYKMA yasBMMocCTel

(DOPMa n pOME)'KYTO‘-IHOI:’i aTTecTauum:

3aueT c oueHKon, KoHTpobHaA paboTa

13. TpyAOEMKOCTb Nno BMAaM y4e6HoM paboThbl

Bupa yyebHoOM paboThbi

AyaUTOpHbIE 3aHATUA
NleKUMOoHHbIe 3aHATUA
MpaKTuyeckne 3aHATUA

3HaHUA, YMeHUA, HaBblKK

3HaeT OCHOBHble BUAbI ya3BumocTen M0,
MPUHLMMbI PaboTbl CPeacTB CTaTUYECKOTO U
ANHAMUMYECKOro aHan3a Koaa, MeToabl
YCTPaHEeHUs yA3BMMOCTEN.

YMeeT NPMMEHATb Ha NPaKTUKe NoJlyYeHHble
3HAHMA U HaBbIKM 4151 NPOBEPKMU
paboTtocnocobHocTu MO K ero aHanmsa Ha
Ha/Inyme ya3sBMMOCTEN (3KcnepTnsa
MCXOAHOro KoAa, CTaTUYECKUm u
AVHAMUYECKUN aHanms, Gpaii3snHr-
TecTupoBaHue).

Bnageet npakTUYeCKMMM HaBblKaMM aHanM3a
MCXOAHOIOo KOAa Ha npeamMmeT Hanmums
YA3BMMOCTEN, HaBblIKaMM NUCMO/Ib30BaHMUSA
cneuuanm3npoBaHHbIX YTUAUT CTaTUYECKOro
M AMHAaMWYECKoro aHasamM3a Koaa.

3HaeT n3BecTHble meTtoabl aHanmsa MO Ha
Ha/nyme yasBMMOCTEN, MeToAbl
CTaTUYECKOro N AMHAMUYECKOro aHaam3a
nporpamm, meToabl NPoBeAeHUs IKCNePTU3bI
UCXO4HOro Koaa.

YMeeT NPMMEHATb Ha NPaKTUKe NOoNyYeHHble
3HaHMA N HaBblKM aNA aHanmsa N0 Ha
Ha/n4yme yasBUMOCTEMN.

Bnapgeet cneymannsmpoBaHHbIMU
MHCTPYMEHTAMM U NPAKTUYECKMMU HaBbIKaMm
aHanusa MO Ha Haan4une ya3BUMOCTEMN.

CemecTp 10 Bcero
36 36
10 10

0



Bupa yyebHoOM paboThbi

JlabopaTopHble 3aHATUA
CamocTosTesnibHas paboTa
Kypcosas paboTa
MpomerkyTo4yHas aTrectauus
Yacbl HA KOHTPOb
Bcero

13.1. CogeprkaHne JUCUMIJIUHDI

n/n HanmeHoBaHue
pasgena
OUCUMNINHBI

1. Jlekumm

1.1 TeopeTnyeckune
aCnekKTbl
BO3HWKHOBEHMUA
yA3BUMOCTEN

CemecTp 10 Bcero
26 26
72 72
0]
0 0]
0]
108 108

CopeprKaHue pasaena
OVNCUMNANHDBI

1. NMoHATMe n Knaccnobukaums
YA3BUMOCTEN.

2. MpUYMHbBI BOSHUKHOBEHMUA
YA3BMMOCTEN B MPOrpammHOM
KoAe 1 NPUHLMMNbI KX
aKcnayaTaymm.

3. YA3BMMOCTU NepenosiIHeHUsA
bydepa B cTeKe.

4. YA3BUMOCTM NepenosiHeHUA
bydepa B Kyue.

5. MeToabl 06Hapy»KeHUsa n
npeaoTBpaLLeHnA
nepenosHeHusa bydepa.

6. YA3BMmoCTb popMaTHOM
CTPOKM.

7. YA3BMMOCTb NepenosiHeHnA
Lenbix ymcen.

8. KCN/IOMThI.

Peanunsaumna pasgena
ANCUMNINHBI C
MOMOLLbIO OHNAMH-
Kypca, OYMK

Co3paH oHNaH
3NEKTPOHHbIN KypC,
pasmelleHbl maTepuansl
K IeKLMU.

PasmeweHbl
MHAOUBUAYANbHbIE
3a4aHuA ans
BbIMO/IHEHUS
nabopaTtopHbIX paboT.



n/n HanmeHoBaHMe

pasgena
ANCUUMNANHDI

1.2 MpakTnyeckne
acnekKTbl aHa/M3a
ySA3BUMOCTEM

1.3 MeToabl 3aWuThbI
nPOrpammHoOro
obecneveHusn

2.

lNMpakTn4yeckne

3aHATHA

2.1 HeT

3.

JlabopaTtopHble
pa6oThbl

Copep:KaHue pasgena
ANCUUNINHDI

9. MNpakKkTnyeckme npumepbl
YA3BUMOCTENM B NPOrpaMmMHOM
Koge.

10. Tunosble cueHapun
BblAB/IEHUA YA3BMMOCTEMN B
nporpamMmHOM Kogae.

11. Ctatnyeckme n
OVHaMMYeCcKme aHanmsaTopsl
Koga.

12. TecTMpoBaHMe NO NpPUHLMNY
«benoro AWMKa».

13. ®an33uHITecTMpoBaHue.
14. NosblWweHNe KayecTBa
pa3paboTtku MO npu
MCNoNb30BaHUK cneuua-
JIN3NPOBAHHbIX NPOrPaMMHbIX
cpeacTs.

15. MpuHUWMNbI cO34aHMUA
6e3onacHoro MNO.

16. CoBpemeHHble meToabl
3awumTbl MO oT B3NOMa.

17. TexHunyeckne mepbl 3aWLUTbI
Mno.

18. 3awmnTta Koaga oT aHaIn3a.
19. NpuHUMNbI PaboTbl
06¢yCcKaTOPOB UCXOAHbIX U
6alnTKoa0B.

Peanusauua pasgena
AVNCUUMNINHBI C
MOMOLLbIO OHAAMH-
Kypca, OYMK

Co3paaH oHnaH
3NEKTPOHHbINM KypC,
pasmelLeHbl maTepuanbl
K NEKLUMN.

PasmelyeHbl
MHAMBUAYAIbHbIE
3ag4aHuAa ansa
BbINO/IHEHUA
nabopaTopHbIX paboT.

Co3paH OoHNaH
3NEKTPOHHbINM KypC,
pa3melLeHbl maTtepuanbl
K NeKUuUun.

PasmelueHbl
UHAUBUAYAIbHbIE
3apaHuAa ana
BbINOJIHEHUA
nabopaTtopHbIX pabor.



n/n

3.1

3.2

HanmeHoBaHue
pasgena
ONCUUNAUHDI

TeopeTuyeckune
acrnekTbl
BO3HWKHOBEHMUA
yA3BMMOCTEN

MpakTnyeckmne

aCnekKTbl aHann3a

yS3BUMOCTEM

Copep:KaHue pasgena
ANCUUNINHDI

1. N3yyeHue npuHUMNOB
OeNCTBUA aTaKM nNepenosiHeHUA
bydepa, peanmsauyms Ha
NPaKTUKE MoAenun aTakum
nepenonHeHus bydepa B cTeke
M Kyye.

2. NccnepoBaHue yasBuUmMoCTeM
dopmaTHOI CTPOKOW,
peannsaumna Ha NpaKTuKe
MOAENN aTaKu C
MCMo/Ib30BaHMEM AaHHOMN
YA3BUMOCTMW.

3. NlccnepgoBaHme yaA3BMMOCTH
nepenosHeHUA Lenblx.

4. N3yyeHne NpMHUMNOB
paboTbl cTaTUYECKUX

aHa/M3aTOPOB UCXOAHOrO KoAa.

5. U3y4yeHune npuHumMnos

ANHaMMNYeCKOro aHaimsa Koaa.

13.2. TeMbl (pasgenibl) AUCLUMNINHBI MU BUAbI 3aHATUM

No
n/n

HammeHoBaHue

Tembl (pasgena)  3aHATMA

TeopeTunyeckue 4
acnekTbl
BO3HWKHOBEHMUA
yA3BUMOCTeM

MpakTuyeckue 3
acnekTbl

aHanusa
yA3BUMOCTEN

MeToabl 3
3alLMThI
NPOrpammHOro
obecneyeHusn

10

JlekumoHHble  [lpaKTuyeckue

3aHATUA

JlabopaTopHble
3aHATMA

14

26

CamocTtoAaTtenbHan Bcero
paboTa

20 30
36 53
16 25
72 108

Peanusauua pasgena
AVNCUUMNINHBI C
MOMOLLbIO OHMTaMH-
Kypca, OYMK

PasmeweHbl
MHAUBUAYAbHbIE
3a4aHunA ans
BbIMNO/IHEHMA
nabopaTopHbIX paboT.

PasmeweHbl
MHAOUBUAYANbHbIE
3a4aHuA ans
BbINO/IHEHUSA
nabopaTtopHbIX paboT.



14. MeTogu4yecKMe yKasaHMsA 419 o6y4alLmMxXCcs NO0 0CBOEHMIO AUCLUMNJIMHDI
1) Mpn U3ydeHNM ANCUMNAMHBI PEKOMEHAYETCA UCMNOb30BaTb Cleaylolme cpeacTsas:

® pEeKOMEHAYyeMyt OCHOBHYIO U AOMNONHUTENbHYIO AUTepaTypy;

* MeToAMYecKMe ykasaHua u nocobus;

® KOHTPO/IbHblE 3a4aHMA ANA 3aKpeneHUs TeopeTMYecKkoro matepuana;

® 3/1eKTPOHHbIE BEPCUM YYEBHUKOB M METOANUYECKUX YKa3aHWNIi A8 BbINO/IHEHUA NabopaTopHO -
npaKkTuyeckmx paboT (Npu HeobXoAMMOCTM MaTepmasibl PacCblIalOTCA MO 3/1eKTPOHHOM nouyTe).

2) Ona mMaKCMManbHOrO YCBOEHMA AUCUMUMNINHbI PEeKOMeHAyeTcs nposBedeHMe MUCbMEeHHOro onpoca
(TectTvpoBaHue, pelweHMe 3a4ady) CTyAeHTOB MO MaTepuanam Nekumii U npaktudeckmux pabot. MNMoabopka
BOMPOCOB A1A TecTUpOBaHMUA OCyLLeCcTBAAETCA Ha OCHOBE W3YYEeHHOro TeopeTUyeckoro maTepuana.
TaKkoi noaxod MO3BOAAET MOBbLICUTb MOTMBALMIO CTYAEHTOB MPU KOHCMEKTUPOBAHUU NIEKLUMOHHOTO
maTepuana.

3) Mpwu npoBeaeHUM NabopaTopPHbIX 3aHATUM obecnedynBaeTca MakKCMMaibHas CTENMEHb COOTBETCTBUSA C
MaTepmnasomM NEKLMOHHbIX 3aHATUIA N OCYLLECTB/IAETCA SKCNepMMeHTasibHas NpoBepKa MeTOA0B,
a/ITOPUTMOB M1 TEXHOJIOTUIN 06pPaboTKM MHPOPMaLMK, N3NaraemMbliX B paMKax IeKUUNA.

4) MNMpn NCNONB30BAHUN AUCTAHUMOHHbIX 06pa3oBaTebHbIX TEXHONOMMIA N 3N1EKTPOHHOTO 06yYeH s
BbIMOJIHATL BCE YKa3aHUA NpernogaBaTesien, BOBpeMs NoAK/AoYaTbCA K online 3aHATUSAM, OTBETCTBEHHO
noaxoAuTb K 3aZlaHUAM 418 CAaMOCTOoATEIbHOMW PaboThl.

15. NepeyeHb OCHOBHOM U [OMOJHUTE/IbHOM IMTEpaTypbl, peCypCcoOB MHTEPHET, HEO6XO0AUMBIX
A1 OCBOEHUA AUCLMUIMIIMHBI

Ne n/m  MCTOYHUK

1 Ctpayctpyn, bbepH. A3biK NnporpammuposBaHua C++. CneymanbHoe usgaHue = The C++
programming language. Special edition. / BbepH CTpaycTpyn ; nep. c aHra. noa pea. H.H.
MapTbiHOBa .— MockBa : buuHom, 2015 .— 1135 c. : un .— lMNpeagm. ykas.: ¢.1117-1135 .— ISBN
978-5-7989-0425-9 .— ISBN 0-201-70073-5.

6) pononHUTeNbHaA AnTepaTypa:

Ne NCTOYHUK
n/n
1 LLlepbakos, AHapen lOpbeBuy. CoBpemeHHasi KOMMNbOTEpPHaA 6e30onacHOCTb. TeopeTuyeckue

OCHOBbI. [TpakTUyecKmne acnekThbl : yuebHoe nocobue ansa ctyq. sysos / A.1O. LWepbakos .— M. :
KH. mup, 2009 .— 351, [1] c. : un., Tabn. — (Bbicwas wkona) .— bubamorp.: c.350-351 .— ISBN
978-5-8041-0378-2.

2 XornaHpg, . B3nom nporpammHoro obecneveHus : AHaiIU3 1 ncnosibaoBaHue Koga / . XornaHg,
. Mak-T'poy. — M. : Bunbamc, 2005. - 400 c.

3 Kosuon Ox. NckyccTBo B3nioma U 3awmTel cuctem / OxK. Kosuvon, . Nnudbung, O. dnTan ;
penakTopbl, NnepeBoAYnKN, coctaButenn: E. Mateees. — CM6 [u gp.] : NMuTtep, 2006. — 416 c.

4 XoBapa, M. 19 cMmepTHbIX rpPexoBs, yrporkatowmx 6esonacHoCTU Nnporpamm. Kak He gonycTuTb
TUNUYHbIX OWKNBOK : nep. ¢ aHra. / M. Xosapa, [. ebnank, 1. Buera. — M. : MK MNpecc, 2006. —
287 c.



B) MHPOPMALMOHHbIE 31eKTPOHHO-06pasoBaTesibHblie pecypcbi:

Ne n/m WCTOYHUK

1 DNIEKTPOHHbIN KaTanor HayyHoi 6MbamMoTekn BOpOHEXKCKOro rocy4apCTBEHHOrO
yHusepcuteta. — (http // www.lib.vsu.ru/).

2 O6pa3oBaTte/ibHblI NopTan «INeKTPOHHbIN YHMUBepcuTeT BIY».— (https://edu.vsu.ru/)

3 3BC NlaHb — JIueH3MoHHbIN gorosop Ne3010-14/37-23 o1 07.03.2023 (cpoKk npegocTasaeHuUn
c12.03.2023 no 11.03.2024)

4 9BC «YHuMBepcuTeTckas 6mubamnmorteka online» — KoHTpakT N23010-06/23-22 oT1 30.12.2022
(cpok npepocTaBnerHmna ¢ 12.01.2023 no 11.01.2024)

5 3BC «KOHCYNbTaHT cTyaeHTa» — JIMueH3noHHbIN gorosop Ne3010-06/22-22 ot 30.12.2022 (c
AONoNHUTEeNbHbIM cornawweHmne Nel ot 09.01.2023) (cpok npegoctasneHus ¢ 12.01.2023 no
11.01.2024)

16. Mepe4yeHb y4e6HO-MeToAMYECKOro o6ecrnevyeHus 4J11 CAMOCTOATE/IbHOM paGoTbl

Ne n/m  McCTOYHUK

1 LLlepb6akos, AHapen lOpbesuy. CoBpemeHHasi KOMMbOTEpPHaA 6e30nacHOCTb. TeopeTuyeckue
OCHOBbI. [TpakTUyecKmne acnekTsbl : yuebHoe nocobue ans ctyq. sysos / A.1O. lepbakos .— M. :
KH. mup, 2009 .— 351, [1] c. : un., Tabn. — (Bbicwana wkona) .— bubaumorp.: c.350-351 .— ISBN
978-5-8041-0378-2.

17. O6pa3oBaTe/ibHble TEXHOJIOMMU, UCMOJIb3yeMble NMpU peasim3aumm y4eb6HOM AUCLUMIIUHDI,
BKJ/Il0YasA UCTaHUMOHHbIe obpa3oBaTtesibHble TexHonormu (40T), asieKTpoHHoe oby4yeHue (30),
CMellaHHoe oGyyeHue):

Ana peanusaumm yuebHoro npouecca ncnosnbayerca: OC Windows v.7, 8, 10, GNU/Linux (Ubuntu), Virtual
Box.

Mpuv npoBeaeHUN 3aHATUM B AUCTAHLMOHHOM peXKMme 0b6yYeHUs UCMOb3YHTCA TEXHUYECKME U
MHPOpPMaLMOHHbIe pecypcbl ObpasoBaTeIbHOro NopTana "INeKTPOHHbIN yHuBepcuteT Bry"
(https:\\edu.vsu.ru), 6asumpytolieroca Ha cMcteme AUCTaHUMOHHOIo obyvyeHmna Moodle, passepHyToi B
yHUBepcuTeTe.

18. MaTepuanbHO-TEXHUYECKOe obecneyeHne gUCLMMNINHDI:
1) 394018, r. BopoHek, nsowanb YHMBepcuteTckas, a. 1, kopnyc 1a, aya. 479

YyebHas ayamTopus: cneumanmsmpoBaHHaa mebesnb, KomnbtloTep npenogasatens i5-8400-2,81Tw,
MoHUTOP ¢ XK 19”7, MynbTUMegunIiHbINA NPOEKTOpP, SKpaH

NO: OC Windows v.7, 8, 10, Habop ytunut (apxueatopsbl, dpann-meHegxepbl), LibreOffice v.5-7, Foxit PDF
Reader.

2) 394018, r. BopoHe:k, nnowagb YHUBepcuTeTckas, 4. 1, kopnyc la, ayautopua 292

YyebHasa ayguTtopuma: cneunanmsmpoBaHHana mebenb, KomnbloTep npenogasatena Pentium-G3420-3,21Tu,
MoHUTOp ¢ XK 17", MynbTUMeguiiHbIM NpoeKTop, 3KpaH. Cuctema ana snaeokoHdbepeHumii Logitech
ConferenceCam Group 1 HoyTbyK 15.6”” FHD Lenovo V155-15API

NO: OC Windows v.7, 8, 10, GNU/Linux (Ubuntu), Virtual Box, Habop ytnnut (apxusatopsl, ¢paiin-
meHeaxepbl), LibreOffice v.5-7, Foxit PDF Reader.

3) 394018, r. BopoHek, nnowaab YHUBepcuteTcKkas, 4. 1, kopnyc 1a, aya. 380

YyebHas ayguTtopusa: cneuvanmsmpoBaHHana mebenb, KOMNbloTep npenogasatens i3-3240-3,4Tu,
mMoHUTOp ¢ K 17", MyabTUMeaniHbIM NPOEKTOop, SKpaH

NO: OC Windows v.7, 8, 10, GNU/Linux (Ubuntu), Virtual Box, Habop ytunut (apxmusatopbl, paiin-


http://www.lib.vsu.ru/)

meHeaxepbl), LibreOffice v.5-7, Foxit PDF Reader.
4) 394018, r. BopoHe:K, naouwaab YHUBepcuTeTcKasn, a. 1, Kopnyc 1a, ayautopua 290

YyebHas ayguTtopumsa: cneuvanmsmpoBaHHana mebenb, NepcoHasibHble KOMMNbOTepPbl Ha 6ase i7-7800x-41Tu,
MOHUTOPbI K 27" (12 WT.), MyNbTUMEAUNHBIN NMPOEKTOP, SKPaH.

NabopaTtopHoe ob6opyaoBaHME UCKYCCTBEHHOTO MHTe//IeKTa: paboune mecta — nepcoHasibHble
KomnbtoTepbl Ha 6a3e i7-7800x-41Tu, moHuTopbl KK 27" (12 wT.); mogynm AO HIL, «3J/IBUC»:
npoueccopHbIn CantoT-2/124MM2 (9 wT.), oTnagouHbii CantoT-3/1240M1 (9 wT.), amynatop MC-USB-JTAG
(9 wr.).

NabopaTopHoe 060pya0BaHUE SNEKTPOHMKU, INEKTPOTEXHUKM M CXEMOTEXHUKN: paboune mecta—
nepcoHanbHble KOMNblOTEPbI Ha 6ase i7-7800x-41Tu, moHUTOpPbI K 27" (12 wT.); cTeHa ans
NPaKTUUYECKUX 3aHATUIN MO aneKTpuiyeckum uenam (KL-100); cteHa AnA U3yHYeHUA aHaNoroBbIxX
anekTpuyecknx cxem (KL-200); cteHa, ana nsydeHus umdpposbix cxem (KL-300).

MNO: OC Windows v.7, 8, 10, GNU/Linux (Ubuntu), Virtual Box, Habop ytnnut (apxusatopsl, ¢paiin-
meHenaxepbl), LibreOffice v.5-7, Foxit PDF Reader.

19. OueHo4Hble cpeaCcTBa A1 NPOBEeAEHMA TEKYLLEM U MPOMEKYTOYHOM aTTecTaumm

MNMopsaoK OLEHKU OCBOEHUA 0By4atowmmmncsa yuebHoro matepuana onpegensieTca cogaepxaHmem
cnenyowmx pasaenos gUCUUNANHDI:

Ne Paspenbl gncumnamubl Kog, Kog, OueHou4Hble cpeacTsa AN

n/n (momynn) KOomneTeHumMn MHAMKaTopa TeKyLen aTTrecTayum

1 Paspenbi 1-3 MK-3 MK-3.1 KoHTponbHasa paboTa no
TeopeTnyeckmne acnekTobl COOTBETCTBYIOLLMM
BO3HWKHOBEHWA YA3BUMOCTEMN. pasgenam. JlabopaTopHble
MpaKkTuyeckne acnekTbl paboTbl 1-5

aHaM3a yA3BUMOCTEN.
MeToabl 3aWMThI
nporpammHoro obecneveHus.

2 Paspenbi 1-3 MnK-3 MnK-3.3 KoHTponbHasA paboTta no
TeopeTuyeckue acnekKThbl COOTBETCTBYHOLLUM
BO3HUKHOBEHMUS YA3BMMOCTEN. pasaenam. JlTabopaTopHble
MpaKTuyeckmne acnekThbl paboTbl 1-5

aHanmM3a ya3BMMOCTEN.
MeToabl 3aLMThbI
nporpammHoro obecneyeHus.

MpomerkyTouHas aTrecTaumn

dopma KOHTPO/IA - 3a4eT c oueHKol,KoHTponbHas paboTa
OueHouYHble cpeacTBa A1 NPOMEXKYTOYHOM aTTecTaumnm
MNMepeyeHb BONPOCOB, NpaKTUYECKoe 3agaHune

20 TunoBble OLEeHOYHbIe CpeACcTBa M MeToaMuYecKMe MaTepuasbl, onpegensaiolume npoueaypbi
oL eHMBaHMA

20.1 TeKywwmi KOHTPO/Ib YCreBaeMoCTH

TeKyLIMi KOHTPO/Ib YCNEeBAaeMOCTM MO AUCLUMIMHE OCYLLECTBAAETCS C MOMOLLbIO CAeAYHOLMX OLLEeHOUYHbIX



cpeAncTs:

Ycmmbili onpoc Ha npakmu4ecKkux 3aHAMUAX

KoHmposibHaa paboma no meopemudeckoli 4acmu Kypca

JlabopamopHsble pabomei

MpUMepHbIM NepevyeHb NPUMEHSEMbIX OLLEHOYHbIX CpPeACcTB

3a,aHUN,
npeaycmaTtpuBatoume
pa3paboTKy 1 uccnenoBaHue
nporpamm, coaeprKaLimx
TUMOBbIE KAacchl
yA3BUMOCTEN

Ne HavmeHoBaHHue NMpepcrtasneHune Kputepun oueHKH
n/n | oueHo4YHoro cpeacTea OLeHOYHOro cpeacTBa B
¢doHae
1 YCTHbIM onpoc Ha Bonpocbl no Temam/pasgenam | MpasBuibHbI OTBET — 3a4TEHO,
NPaKTUYECKUX 3aHATUAX ONCUUNANHDI HenpaBU/bHbIA UK
NPUHLUUNNANBHO HETOYHbIM OTBET -
He 3a4TeHo
2 KoHTponbHana paboTa no TeopeTnyeckue BonNpockl No LLIkana oueHMBaHUA COOTBETCTBYET
pasgenam gUCLUNAUHDI Temam/pasgenam npuBeaeHHOM HUKe
ANCUUNANHDI
3 NabopaTopHasn paboTta ConepuT 5 nabopaTopHbIX Mpu ycnewHom BbiNoaAHEHUN paboT

B TeYeHue cemecTtpa buKcupyeTca
BO3MOHOCTb OLLEHMBAHUS TO/IbKO
TeopeTUYECKOM YacTu AUCLUMINHDI
B XO4e MPOMENKYTOUHOM
aTTecTtauuu (3KsameHa), B
NPOTMBHOM C/ly4ae NpoBepKa
3a4aHuA No 1abopaTopHbIM
paboTam BbIHOCUTCA Ha 3ad4er.

MpuMep 3agaHuna 414 BbINOJIHEHMSA 1a6opaTOPHOM pa6oTbl

Jla6opaTopHasa pa6oTta Ne1

«UccnepgoBaHMe aTaku nepenosiHeHua éydepa»

Lesb paboTbl: M3yYeHne NpUHLMNOB AENCTBUA aTaku nepenonHeHma bydepa. Peanmsaumsa Ha NpakTuKe

MOAEeNN aTaKkm nepenonHeHusa bydepa B cTeKe.

@OPMG KOHMpPOoJiAa: om4yem 8 3/1eKINPOHHOM sude

Kosiudecmso omsedeHHbIX ayaumoprlx yacos: 4

3agaHue: Ha asbike Cu HanucaTb Cieaytoume nporpammbl:

- Mporpammy, 3alMLLEHHYIO OT NepenoHeHUs;

- Nporpammy, peaaunsyloLLyto aTaky nepenosiHeHus 6ydepa;

- Mporpammy 3KCMI0NT.

MprMmepbl KOHTPOJIbHbIX BOMPOCOB:

1. YTo TaKoe yA3BUMOCTU?

YA3BMMYIO NpOrpammy, NoABepP>KeHHYo nepenoaHeHuto bydepa B cTeke;

2. KakoBbl MPUYMNHbI BO3SHUKHOBEHUA YA3BMMOCTEN B NporpammHom Koge?




3. Kak aKcnayaTupyroTca yA3BMMOCTMU?

MpuMep 3agaHMM TecTa No pasaeniamMm AUCLMMNIUHDI

B npuBeaeHHbIX GparmeHTax Koaa HalTU U UCMPaBUTb OLLIMOKKU (NOTEHLMAsIbHbIE YA3BUMOCTH)

1 void encryptData(char *str)

{
char pwd[64];
if(getPassword(pwd, sizeof(pwd)))

ZeroMemory(pwd, sizeof(pwd));

}

2 int main(int argc, char *argv([])
{
char login[100], pwd[100];
int pwd_len;

strcpy(login, argv[1]);
strcpy(pwd, argv[2]);
pwd_len = atoi(argv[3]);

// dnar, parowmii npasa agMUHUCTPaTOPa
int admin = 0;
char orig_pwd[100] = "123456";

if(pwd_len < 1) pwd_len = 0;
pwd_len++;
if(login = "admin")
{

admin = 1;

for(i=0; i<= pwd_len; i++)

{

if((pwd[i])!=orig_pwd[i])admin=0;

}

setStastus(admin);

3 bool finished = false;
char *buf = (char*)malloc(BUF_SIZE);
if(finished)

free(buf);

free(buf);




4 char *bufl, *buf2;
bufl = (char*)malloc(size);

buf2 = (char*)malloc(size);
strncpy(buf2, bufl, size);

anBeAéHHble HUXe 3a4aHnA pekomeHayeTca Ucnosib3osaTtb Npu nposeaeHNN ANarHoCTu4HeCKunx pa60T
ANA OUEHKUN OCTAaTOYHbIX 3HaHuU nNo auncumnnauHe.

KomneTteHuus MNK-3.1

3agaHva 3aKpbITOro TUna

1. MpuY4uHbI BO3HUKHOBEHUSA ysA38uMocmeli (803MOxceH MHOXecmeeHHblli ebibop)

a) OLIMBKKM NP NPOEKTUPOBAHMM 1 Pa3pPaboTKe NPOrPaMMHOro 1 NPorpaMmmHo-annapaTHoro obecneyeHus;

6) HeCaHKUMOHWPOBAHHOE BHEAPEHME W WCMO/b30BAHUE HEYYTEHHbIX MPOrPamMmMm C NOCAeayoWwmMm
Heob60CHOBaHHbIM PacXxo40BaHMEM PECYPCOB;

B) HECAHKLMOHNPOBAHHbIE HEYMbILL/IEHHbIE AEeNCTBUA NOb30BaTeNEN;

r) cbou B paboTe annapaTHOro M nporpammHoro obecrneyeHusa (Bbi3BaHHble COOAMM B 3/MEKTPOMNUTAHUM,
BbIXOZOM W3 CTPOA annapaTHbIX 3/1IEMEHTOB B pe3y/ibTaTe CTapPeHUA M CHUKEHWUA HaLEeKHOCTU, BHELIHUMMU
BO34EMCTBUAMM INEKTPOMArHUTHBIX NOJIeN TEXHUYECKMX YCTPOMCTB M Ap.)

2. OwubKu 6 npozpamme, NpuU KOMOPbLIX KOMOUAAYUSA 3aeepuiaemcs ycrnewHo, npu npobHbIx 3anycKax
npozpamma eedem cebs HOPMAAbHO, OOHAKO NMPU AHAAU3E Pe3ynbmama 8bisCHAEmMCs, Ymo OH HeeepHblii. [na
UX ycmpaHeHus HeobXxo0umMo «8pYYHYIO» AHAAU3UPOBAMb AA20PpUMM

a) CUHTaKCUYeCKMe;

6) BpeMeHM BbINOJIHEHUS;

B) a/ITOPUTMUYECKUE;

r) npenpoueccopHble

3. K nomeHyuanbHoIM ya36uMoCmAM npusoxceHuli, ucnonb3yrowux Kpunmoapaguio, MoOXHO omHecmu
(803moxceH MHOMcecmaeHHbIli 8blbop):

a) ucnosb3oBaHMe QyHKUMI anBepcudUKaLMM KAKOYEn Ha OCHOBE CTPOKM Maposid BMECTO reHepaTopoB
CNYYaMHbIX YNCEN NPU CO34aHUN CEKPETHDIX KIOYEN;

6) oTcyTCTBME CNyYalHOro BeKTOpa MHMUManu3aumu IV (3agaHue HyneBoro BeKkTopa) Npu WudpoBaHUM B
pexxunme cuenneHua 6aokos CBC;

B) reHepauua xeww naposei 6e3 NCNoAb30BAHNA «CONMNY;

r) pasgenbHoe XpaHeHue Katoya WudpoBaHUa AaHHbIX Kp M Kaova wuodpoBaHua Katouven Ky,
npeaHasHavyeHHoro ans wueoposaHus Kp;

4) wndposaHMe Naposelt BMECTO XELWMPOBaHMA NPU coxpaHeHun B B;

€) ncnonb3oBaHWe MNpeacKasyemMblX Hauya/ibHbIX MApPaMeTPOB A4S MHULMANM3AUMKM HAYyaIbHOrO COCTOAHMS
rncyn.

4. Mpeobpa3oeaHusa ynpasenasaouweli 102UKU 8KAOYAem (803MOXCeH MHOXecmaeHHbIii ebibop)

a) 3aMeLLeHMNe UHCTPYKLMI Ha aHAIOTUYHBIE;

6) npeobpasoBaHuA  arperaumMuM  (M3MEHAT  MOPALOK  BbINOJIHEHWA  JIOTMYECKM  CBA3AHHOM
nocAefoBaTeIbHOCTU onepaumMii M ob6begUHAIOT MNOC/Ae40BaTeIbHOCTU ONepaLMid, KOTopble CBS3aHHbIMKU He
ABNAITCA);

B) TPaHcPOpMaLMM BbINONHEHMA Onepaunii;

r) wndpoBaHMe CTPOKOBbLIX KOHCTAHT

5. O6gpyckayua ecmpoeHHbIX munoe AaHHbIX 8KA0Yaem (603MoOXceH MHOM(ecmeeHHbIli 8blbop)
a) pasaeneHune NnepemeHHbIX Ha AB€e WM HECKOJIbKO NePEMEHHbIX;

6) KOHBEPTALMIO CTaTUYECKMX AAHHbIX;

B) MoANUKaLMIO CBA3EN HAacNe0BaHUSA;

r) CKNenmBaHWe CKaNAPHbIX NepPeMeHHbIX



6. Bapuaum mecmuposaHue 10, npednonazarouwuii Haauvyue docmyna K aA6biM pecypcam, 8 rnepsyio
oyepedb K UCXOOHbIM KOOaM, a maKXe mexHu4yecKomy 3a0aHUI0 U 8Ce803MOMHOI O0KyMeHmMauyuu

a) TecTMpOBaHMe NO NPUHLMNY «H6enoro AWMKa»;

6) TeCcTMpOBaHMeE MO NPUHLUMNY KYEPHOrO ALMKaY;

B) TECTUPOBAHWE MO NPUHLMNY «CEPOTO ALLUKAY;

7. Mpobnaemol, Komopsble mo2ym 6bimb 06HAPYHEHbI CMAMUYECKUMU aHanu3amopamu Koda (803mMoxeH
MHoX}cecmeeHHblii 8blbop):

a) yA3BMMOCTM POPMaTHbIX CTPOK;

6) moanduKaumm Koga, NpPUBOAALLME K BO3HMKHOBEHUIO YSA3BMMOCTEW, BO3HMKalOWME B pesy/bTaTe
KOMMUAATOPHOM ONTUMKU3ALUUN;

B) YA3BMMOCTHM NepenosiHeHus byoepa;

F) ncnonb3oBaHMe HEMHNUNANN3NPOBAHHbIX AaHHbIX;

4) OLWNOBKM B MHOTOMOTOYHOM KOZe.

8. Bapuaum mecmuposaHus 10, a5 Komopoz2o Heobxoduma nuwb 803MOXHOCMb 83dumodelicmeus ¢
110, Ho He mpebyemca NodpPobHaa uHgopmayua o BHympeHHem ycmpolicmee npo2pamMmmeol

a) TecTMpoBaHMe No NPUHLUMUNY «BeNoro AWMKa»;

6) TecTMpoBaHMe MO NPUHLUMNY KYEPHOTO ALLMKAY;

B) TECTUPOBAHME MO MNPUHLUMNY KCEPOTro ALINKAY;

9. BapuaHm mecmuposaHua [10, npu Komopom 8 pacnopAMeHuUU cneyuaaucma Haxodumcea
ucnonHaembilii ¢paiin NnpunoxceHUs U, B03MOMCHO, HeKasa 6a3oeasn 0oKymeHmayus

a) TecTMpOBaHME NO NPUHLUMNY «BENoro AWMKa»;

6) TeCTMpPOBaHME MO NPUHLUMNY KYEPHOrO ALLMKaY;

B) TECTUPOBAHME MO NPUHLUMNY KCEPOTOo ALLNKAY;

10. BepHo nu ymeepxcdeHue: "Bo epemsa mpaHcAayuu UcXxoOHO20 KoOd 6 npoyeccopHble UHCMpPYKyuu,
KOMNUAAMOpP MoX¥cem 8HOCUMb 8 CMPYKmMypy npo2pammbl 3Ha4YUmMesbHbie U3MeHeHUs, Noamomy pazmeHmol
aHanu3uUpyemMo20 UCXOOH020 KOOd mMmo2ym He 8 nosHoli Mmepe coomeemcmsoeamos MOMYy, KAK 6bINosAHAemca
npozpamma"

a) Aa;

6) HeT

11. lMpu cmamuyecKkom aHanu3se Koda obecrneyusaemcs (803MOMCEH MHOMX ecmeeHHbIl 8bibop):

a) NoNHOE MOKPbITUE KOAa;

6) cywecTByeT 3aBUCMMOCTb OT WMCMO/Ib3yeMOro KOMMNWUAATOPaA U cpenbl, B KOTOPOM ByAeT BbIMOAHATHCA
CKOMMWU/IMPOBaHHAA NPOrpamma;

B) o3¢ deKTMBHAA AMArHOCTMKaA yTeueK NamsaTh U napanienbHbIX OWKBOK;

r) agdeKkTMBHOE 06HaApYKEHNe oneYvaToK U nocaeacTeumii ucnonb3osaHua Copy-Paste.

12. IMpu duHamuvecKkom aHanuse Koda obecnevyusaemcs (603mMoxeH MHOXecmeeHHblii 8blbop):

a) No/sIHOe NOKpPbITUE KOA3;

6) apdeKTMBHOE 0BHAPYIKEHNE CNOMNKHDBIX YA3BMMOCTEN, TaKMX, KOTOPbIE 3aHMMAOT HECKO/IbKO 3TanoBs YTobbl
NOMeCTMTb NPOrpammy B onpeaesieHHOe COCTOAHME U U3 HEro Bbi3BaTb OLLUGKY;

B) BO3MOXHOCTb ANArHOCTMKM yTEYEK NAaMATU U NapaniebHbiX OWMBOK;

r) BO3MOKHOCTb OTC/IEXKMBAHUA MPON3BOANTENBHOCTU KOAA.

13. Smanvi haz3uH2a 8KMOYAIOM (803MOMEH MHOXecmeeHHbIli 8b160p):
a) AeKOMNUAALMIO TECTUPYEMOM NPOrPamMMbl;

6) onpeaeneHne BBOAWMbIX 3HAYEHWI;

B) pOPMMPOBAHUNE BXOAHbIX K HEKOPPEKTHBIX» AaHHbIX;

r) ICNONHEHNE KHEKOPPEKTHbIX» AAHHbIX;

) MOHUTOPUHT UCKNOYEHUIA;

14. Memoo ¢az3uHza, chopmupyrouuii mecmossie Habopbl OAHHbLIX HA OCHOBEe KOAAEeKYyUU UMerowuxcs
(KoppekmHo chopMupo8aHHbIX 8X00HbLIX OGHHbIX), Mymem UCKaxdceHUsA nocnedHux (uckaxcaromcsa cayyaliiHoie



6aiimel unu cmpokuy)
a) NOJIHOCTbLIO C/ly4aliHOE TeCTUPOBAHME;
6) MyTUpyloLee TeCTUPOBAHMUE;
B) NOpoXaatoLlee TecCTMpoBaHue

15. Memod ¢pa33uHza, He npeodnonazarowuil Haau4uA UHopmayuu o cuHmMakcu4veckoii cmpykmype
B8X00HbIX OGHHbLIX, MPU KOMOPOM (POPMUPYIOMCA Mdccusbl cesoocay4aliHbix OAHHbLIX U nepedaromcs
uccnedyemoli npozpamme.

a) NOJIHOCTbLIO C/ly4aliHOE TeCTUPOBAHME;

6) MyTUpyloLee TeCTUPOBAHMUE;

B) NopoXaatoLee TeCTMpoBaHue

16. Memod ¢pa33uHza, npednonazarowuli ¢GopmuposaHue mecmoebix Habopoe HA OCHose
npedsapumesnbHo20 u3lyvyeHusa cneyudguxkayuli NPomoKosaoe uau ¢gpopmamoe ¢aiinos, co30aHUA 2PAMMAMUK C
YyKa3aHUem 8 HUX nepemMeHHbIX U cmamuyecKkux OaHHbIX, d MaKxice QUHAMUYECKU 8bl4UCAAeMbIX 8eNUYUH

a) NONIHOCTbIO C/IyYaliHOEe TEeCTUPOBaHUE;

6) MyTUpyloLlee TeCTUPOBAHUE;

B) NopoKaatoLiee TeCTMpoBaHue

17. ®as33epbl, npedHa3HavyeHHovle 0n1a @8biAeneHUa yazsumocmeli muna SQL-uHveKkyuii unu
mexcalimosoz0 CKpunmuHaa.

a) das3epbl cETEBbIX MPOTOKO/OB;

6) dassepbl BEO-NPUIOKEHUIN;

B) da33epbl PpalifoBbiXx GOPMATOB;

r) dassepbl KOMaHAHOW CTPOKM;

18. Bbibepume HeeepHble peKoMeHOaAyuUU MO UCMO/b308AHUIO Kpunmozpaduyeckux npeobpasosaHuli
(803moxceH MHOMcecmeeHHblli ebibop):

a) Naponu cnepyeT BCeraa XpaHuTb C UCMOJIb30BaHMEM 06paTUMOro WndpoBaHus;

6) Ans acMMMeTpUYHOro WndposaHma ncnoabsosaTe ECC-kpuntorpaduto c 6e3onacHbIMU KPUBLIMU;

B) pexxum wndposaHua ECB He cneayeT Mcnonb3oBaTh BHE 0COBbIX 06CTOATENLCTB;

r) BO3MOXHa BCTaBKa KPUNTOrpapuUecKnx Katouein B UCXOAHbIN KoA NPUIONKEHUS;

[1) BO3MOKHO COBMECTHOE XpaHEeHMeE K/oYa WNPPOBAHMA KNOYEN U KtOYa LWNPPOBAHNUA AaHHBIX.

19. Bo3moxHbie nocnedcmeus owubKu yceyeHUs yenbix Yyucen (603MoxeH MHOXecmeeHHbIli 8b160p):
a) HexenaTtenbHan noTeps (MCKakeHue) AaHHbIX;

6) MHAEKCHOe nepenosiHeHue bydepa;

B) HeonpeaeneHHoe NoBegeHne NPorpaMmbl

20. Ecnu ompuyamesnovHble 3HA4YeHUA nepedaromca CMAHOAPMHLIM GYHKYUAM KOnuposaHua unu
ebldenieHUA namamu 8 Kayecmee pasmepa 6ygepos, mo

a) OHU HeABHO NpeobpasyoTca B 6osbliMe Be33HAKOBbIE 3HAUYEHUSA, UTO MOKET NPUBECTM K NepenoHEHNIO
6ydepa;

6) oHM HeABHO Npeobpa3syoTca B 6e33HaKOoBbIe 3HaYeHMUA NyTeM OTOpachbiBaHUA MUHYca (MoAayb YMCAa), YTO
MOMKeT NPUBECTU K HeonpeaeieHHOMY NOBeAEeHUIo MPorpammsi;

B) GMKcMpytoTcA OWMBKM Ha 3Tane KOMIUAALMKN NPOrPaMmbl.

21. CeameHm BSS codepycum:

a) rnobanbHble N CTaTUYECKME MEPEMEHHble, KOTOpble He Oblin ABHbIM 06Pa3oOM WMHULMANN3NPOBAHLI B
NCXOAHOM KoAe, U KoTopble ByayT Npu 3anycKe NporpaMmmbl MHULMAAN3NPOBaHbI HYASMU;

6) rnobanbHble NnepemeHHbIe, KOTOPbIe MHULMAAN3MPOBAHbI NPOrPAMMUCTOM;

B) NOKa/IbHblE NEPEMEHHbIE N APrYMEHTbI;

r) AMHAMUYECKUN pasmeLLaeMble JaHHble

22. CeameHm Heap codepycum:

a) rnobanbHble N CTaTUYECKME MepeMeHHble, KOTopble He Bbln ABHbIM 06pPa3oM MHULMANU3NPOBAHBI B
NCXOAHOM KOAe, U KoTopble ByayT Npu 3anycKe NporpaMmmbl MHULMAAN3UPOBAHbI HYAAMYU;

6) rnobanbHble NepemeHHble, KOTOPblE MHULMANM3UPOBAHbLI MPOrPaMMMUCTOM;



B) IOKa/ibHble NepeMeHHbIe N aprymMeHTbl;
r) AMHaMUYeCcKU pa3mellaemble JaHHble

23. MexaHu3m ASLR ucnons3yemcs 0ns:

a) 6bicTporo oTobparkeHma Gpalinos B NamaATh;

6) yBe/NIMUEHMA NPOCTPAHCTBA AaHHbIX NPOrpaMmbl Ha 3aJaHHOe Yncno 6aiT;

B) paH4OMM3aLMKN PACNOIOKEHUS CETMEHTOB B aPECHOM NPOCTPAHCTBE NpoLLecca

24. Ommemobme eepHble ymeepxcOeHua. [lpu ucnonv3oeaHuu mexaHusma ASLR (s8o3moxceH
MHoX}cecmeeHHblii 8blbop):

a) yBeNIMYUTCA pasmep KoAa UCNOHAEMbIX GaiioB;

6) yMeHbLUUTCS BPeMs 3arpy3ku B MamaATb KaxK4oro ncnonHsemoro ¢aiina;

B) BO3HUKHET A0MNO/IHUTE/IbHAA HEeCOBMeCTUMOCTb ¢ MO n bubanorekamm, paspabortaHHbIM noa Bepcuun OC
6e3 ASLR;

r) 310yMbILWEHHUKY ByAeT Npolue peanr3oBaTb aTaky TMNa «BO3BpaT B 6ubanoTeky» (return-to-libc)

25. Ommembme sepHble ymeepideHus (803MOxeH MHOXecmeeHHbIl 8blbop).

a) agpeca CUCTEMHbIX U BUBAMOTEYHBIX GYHKUUI HE MEHAIOTCA OT OAHOWN ONepaLMOHHON CUCTEMbI K 4pYroi
(ans obecneyeHmna coBMecTUMOCTH);

6) pasmep nepenosHAKLWNXCA BydepoB MOMKET OKasaTbCA Man AN BMELLeHMA B HUX 3arpy3vymka uau
3aTUPAHUA CKOMb HM ByAb 3HAYMMbIX CTPYKTYP AAHHbIX;

B) MCNONb30BaHWE KOHTEMHEPOB W CTPOK M3 CTaHAAPTHON 6MBAMOTEKM WabnoHOB npegnoytTUTeNbHEE C
TOYKU 3PEHNA MUHUMM3ALMMN BEPOATHOCTU aTaK NepenosiHeHusa bydepa.

3a0aHusa OTKPbITOro TUna

1. OedekTtbl MO, He BbIABMEHHblE B XOAE TECTUPOBAHUA M He [AeKNapupoBaHHble chneuuduKaumen
pa3paboTunKa, nNpenocCTaBAAOLME 3/10YMbILAEHHUKAM  WUCKAOUYUTE/IbHbIE BO3MOMKHOCTM MO pasrnalleHuio
MHGOPMaLMM 3aKOHHbIX NONIb30BaTeNeN, ee MoaANPUKaLMM, BNOKMPOBAHNIO UCNOAb30BAHUIO U YHUUTOXKEHMIO.

2. OyHKUMOHaNbHaa BO3MOXHOCTb [10, He onuMcaHHaa WAWM He COOTBETCTBYHOLAA OMUCAHUKD B
[OKYMEHTaLMN, NpPU UCNONb30BaHUM KOTOPOM BO3MOXKHO HapylleHWe KOHOUAEHLMANbHOCTU, AOCTYMHOCTU WAn
LeNoCcTHOCTM 0bpabaTtbiBaemolt MHGopMaLLUW.

3. Cnocob aHanm3a nporpammbl HENOCPEACTBEHHO NPU ee BbINOJIHEHMM B ONpeaeneHHON cpese.

4. M3BecTHOe 3HayYeHWe, KOTOpOoe MOXKEeT MOMeLaTbCA Mexay bydepom w ynpasBastoWMMKU AaHHbIMU
(appecom Bo3BpaTa) B CTEKE 419 MOHUTOPMHTA NepenosiHeHus bydepa.

3a4aHus C pa3BEPHYTHIM OTBETOM
1. Cipopmynupyiime cmpamez2uu ymeHbUWEHUA PUCKO8 B03HUKHOBEHUA yA3eumocmell npu ebibope

naamgopmel U KoMmnuaamopa, paspabomke ousaiiHa u apxumexkmypsl 10, op2aHu3ayuu npoyecca paspabomxu
U mecmupoeaHus.

KpuTepumn oueHmnBaHmA LLIkana oueHOK

Obyyalowminica  NpuMBOAUT  pPas3BepHYTbIM  OTBET, KoppeKTHo | 3 6anna
bopmynnpyeT CcTpaTerMm ymeHbLUeHUs PUCKOB BO3HUMKHOBEHWA
YA3BUMOCTEMN.

Obyuatowmiica NpuMBOAUT [OCTAaTOMHO pPasBepHyTbid oTBeT. B | 2 banna
bOpPMYIMPOBKAX CTpaTernii YMeHbLUEHWA PUCKOB BO3HMKHOBEHWUSA
YA3BMMOCTEN MOTYT COAEPMKATLCA HE3HAUMTE/IbHbIE HETOYHOCTY.

Ob6yuatowmiica nNpuMBogMT HeLOCTAaTOYHO pa3BepHyTbiit oTeeT. B | 1 6ann
bOpPMYIMPOBKAX CTpaTernmii YMeHbLUEHWA PUCKOB BO3HUMKHOBEHWA
YA3BMMOCTEN MOTYT COAEPMKATLCA OTAE/bHbIE HETOYHOCTMU.

MpeactaBneHO HeMosIHOE WAM  codeprKaulee rpybble owwnbku | 0 6annos
ofnucaHuWe CTpaTerMii  YMEHbLUEHUA PUCKOB  BO3HUKHOBEHWUA
YA3BUMOCTEN.

2. Onuwume munosvbie ya3eumocmu 078 nNpunoxceHuli, Uucnoab3yrWUX Kpunmozpdadguyeckue memoodsl.
lMpusedume pekomeHOayuu rno npedomspauseHuUto0 OaHHbIX ya3sumocmu.



Kputepun oueHMBaHMA

LLIKana oueHoK

Obyyalowminca NpUMBOAUT  pPasBEpPHYTOE  OMUCaHWe  TUMOBbIX
yA3BMMOCTEMN ana NPUNONKEHNI, NCNO/b3YHOLLMX
Kpuntorpaduueckne metogbl. [laeT KOPPEKTHbIE peKoMeHAaUUN Mo
NpPeAoTBPALLEHUIO AAHHbIX YA3BMMOCTEN.

3 banna

Ob6yvatowuiica npuBoAMT [A0CTaTOMHO pPa3BEpPHYTOE OnucaHue
TUMOBbLIX  YA3BUMOCTEM  ANA  MPUNOXKEHWUM,  UCMO/Mb3YIOLWNX
KpunTtorpaduyeckme metoabl. [laeT KOPPEKTHblIE PEKOMEHAALUNN MO
npenoTBpalleHnto  AaHHbIX yA3BMMOCTEW. B  onucaHum moryt
COAEepPrKaTbCA HE3HAUYUTE/IbHbIE HETOYHOCTM.

2 banna

Obyuvatowminca npMBOAUT HEAOCTAaTOYHO pPasBepPHYTbI oTBeT. B
ONUCaHMM TUMNOBBIX YA3BUMOCTEN A/1A MPUNONKEHMUI, UCNONb3IYHOLLUX
Kpuntorpaduyeckme MeToAbl, MOTYyT COAepXaTbCA OTAEe/bHble
HETOYHOCTM. OTCYTCTBYIOT WAM NpUBEAEHbl C CyLLeCTBEHHbIMU
OWMBKaMn  peKoMeHZaumMm No  NPefoTBPALLEHUIO  AAHHbIX
YA3BMMOCTEN.

1 6ann

MpeactaBneHo HEMNOHOE WAM  coaeprKaliee rpybble  OWMBKM
onuncaHune TUMNOBbIX YA3BUMOCTEN ANA NPUNONKEHUI, UCMOb3YHOLLMX
Kpuntorpadumueckne metoabl. OTCYTCTBYIOT peKomMeHZauuu no
NpPeaoTBPALLEHUIO AaHHbIX YA3BMMOCTEN.

0 6annos

3. Mepevucnume u oxapakmepu3syiime oCHOBHble mexHu4YecKue mepsi 3awjumoi 0.

Kputepuun oueHmnBaHuA

LLIkana oueHOK

Obyyvatowuiica NnpuBoaAMT pa3BepHyToe U besownboyHoe onucaHme
OCHOBHbIX TEXHUYECKNX mep no 3awumTe O, BKAKOYAA BbINOJHEHME
Ha CTOpOHE cepBepa, BOAAHbIE 3HAKM WM OTMNEYATKM NasNbLEB,
YCTAaHOBKY NOAJIMHHOCTH, WndpoBaHne, 06¢dycKaLmio Koga U T.4.

3 6anna

Obyuatowminica nNpuMBOAMT AOCTAaTOMHO pPa3BEPHYTOE OnucaHue
OCHOBHbIX TexHuyecknx mep no 3awute [O. OnucaHne moxket
cofepKaTb He3HauYnTeIbHble HETOYHOCTW.

2 6anna

MpeacTtaBneHo KpaTKoe ONMCAaHWEe OCHOBHbIX TEXHUYECKMX Mep Mo
3awmte [0, oOTpaxaiouwee AUlb HeEKOTOpble W3  U3BECTHbIX
nogxogos. OnucaHve MOXeT coAepXkaTb He3HauuTesibHble
HETOYHOCTMU.

1 6ann

MNpeacTtaBneHoO HEMoOMIHOE WM cofeprKaliee rpybble OWMOKK
OonucaHme OCHOBHbIX TEXHUYeCcKnx mep no 3awmTte MO.

0 6annos

KomnereHuusa NK-3.3

3adaHuns 3aKpbITOro TMna

1. Ommemobme ¢pazmeHmosl Kola, codepycawjue nomeHyuUasabHble yA3euMocmu

MHoOXMcecmeeHHbilii 8blbop)
a) void encryptData (char *str)

{
char pwd[64];

if (getPassword (pwd, sizeof (pwd)))

memset (pwd, 0, sizeof (pwd)):;

6) int buf[5]={1,2,3,4,5};
int *ptr = buf;
delete[]ptr;

(603moxceH



B) char src[l7] = "some test string"™, dst[18];
strncpy(dst, src, sizeof(src)-1);

r) #define BUF SIZE 256
volid f (char* str)

{

short len;

char buf [BUF SIZE];

len = strlen(str);

if (len < BUF SIZE) strcpy(buf, str);

}

2. Ommemobme ppazmeHmeo! Koda, codepicaujue NoOMeHyuanbHole owWubKU U ya3eumocmu (803mMoxceH

MHoOXMecmeeHHbiii 8blbop)
a) int f(pthread mutex t *mutex)

{

int result = pthread mutex lock (mutex);
if(0 != result) return result;

// access shared resource ..

return pthread mutex unlock (mutex) ;

}

6) unsigned int f ()
{

int val=0;
if(g() == ERROR) val = -1;

return val;

B) int flag;
char bufl[20], buf2[20];

printf ("Enter string\n");
gets (bufl);
printf (bufl);

r) int f (bool flag)

{
int *ptr;
if(flag) *ptr = 0;

3. Ommemobme hpaamerHmol KoOd, codepxcaujue nomeHyudsabHbie owubKu u yazeumocmu (803MOMeH

MHoXcecmeaeHHblli ebibop)
a) int *ptr = (int*)malloc(sizeof (int));

delete ptr;

6) int *init buf (int size)
{
int *buf = new int[size];
for (int i=0; i<size; i++) buf[i] = i++;
return buf;



}
void delete buf (int *&buf)

delete []buf;
buf = nullptr;

int main ()

int size = 8;
int *buf = init buf (size);

delete buf (buf);
return O0;

}

B) bool isValidAdd(unsigned short x, unsigned short vy)
{
if (static cast<unsigned short>(x+y)< x) return false;
return true;

}

r) long size = init size();
char *bufl, *buf2;
bufl = (char*)malloc(size);
buf2 = (char*)malloc(size)
strncpy (buf2, bufl, size);

4

4. Ommemobme hpaameHmol KoOd, codepicaujue nomeHyudsabHbie owubKu u yazeumocmu (803MOMeH

MHoXtecmeaeHHblli ebibop)
a) #define SQUARE (val) wval * wval

6) void f (pthread mutex t *mutex)

{
pthread mutex lock (mutex);
// access shared resource
pthread mutex unlock (mutex) ;

}
8 void f()
{
MyObj *obj = new MyObj ()

delete obj;
}
r) double divide (double x, double y) { return x/y; }
5. Ommemobme hpaamermol Koda, codepxcaujue nomeHyudsabHbie owUubKU u yazeumocmu (803MOMEH
MHoOXMcecmeeHHbiii 8blbop)
a) int *ptr = new int[100];

delete[]lptr;

6) int £()
{

int *p malloc (SIZE) ;
int *q = malloc (SIZE);



if(flag) p = g;

}
B) int f(int x, int vy)
{
int d;
try { d = x/y; }
catch(...) { /*...*/ }

r) void code ptr()
{
char buff[8];
void (*some func) ();
printf ("password:") ;
gets (buff) ;

some func() ;

3afaHus OTKPbLITOro TMNa

1. MpuBeauTe NpUMEPbI MHCTPYMEHTOB (MUHUMYM 3) A4/1A CTaTUUYECKOrO aHaAn3a Koaa Ha asbike C/C++.

2. COBOKYMHOCTb METOAMK M CPeacTB Mo TpaHCchopMaLMM Koga, MEHAOWMX ero npeacrtaBieHue, Ho
COXPaHAKLWMX IOTMKY, HAaNPaB/IEHHbIX Ha 3aTPYAHEHME aHa/In3a UCXOAHOIO M UCMOJHAEMOro KoZa NpPorpamm.

3. YTUAUTbI, TPAHCAMPYIOLWME UCMNONHAEMbIN MOAY/b B OTHOCUTE/NIbHO 3KBMBAMIEHTHbIN UCXOAHbIN KOg Ha
A3bIKE NMPOrPAaMMUPOBAHUA BbICOKOTO YPOBHS.

4. Mporpamma, ¢parmeHT Koga Wan NocnefoBaTelbHOCTb KOMaHZ, ucnonbsyowme yassumoctn 8 MO u
npuMeHAeMble 419 NPOBEeAEHMA aTaKU HA BbIYUC/IUTENbHYIO CUCTEMY.

5. MpoBepKka nporpammHoro obecneyeHns Ha COOTBETCTBME TpeboBaHMAM 6e30MacHOCTM ANA BblSBAEHUA
YA3BMMOCTEWN, KOTOPbIE MOTYT NOABUTLCA Ha 3Tane ero sKcnJyaTauuu.

3agaHuns € pa3BEpPHYTHIM OTBETOM

1. Mpusedume npasuna npeobpazoeaHus yeabvix munoe Ha Asvikax C/C++. Onuwume ya3gumocmu npu
pabome c yenbiMu yucaamu, npueedume npumepsl ppazmeHmMos Kooa, codeprawjux yazsumocmu
nepenosiIHeHUA yesabix yuces.

KpMTepI/II/I OoueHunBaHNUA LLIkana oueHoK

Obyuatowuiica npueBogMT nNonHoe M 6Hes3owmnboyHoe onucaHue | 3 6anna
npasun NpeobpasoBaHuUA LebIX TUNOB Ha A3blkax C/C++. Mpusoaut
KOPPEKTHOEe pa3BepHyTOe OnucaHuMe M NPUMEpPbl YA3BUMOCTEN
LEe/I0YNCIEHHOTO NEePEenoIHEHUS.

Obyyalowminca  NPUBOAUT  KOPPEKTHOe  onucaHue  npaswua | 2 banna
npeobpasoBaHMA Lenbix TMNOB Ha fA3blkax C/C++. B npuBeseHHOM
OMUCAHWUM YSA3BUMOCTEN LEIOYMUCNEHHOTO MePenosIHEHUA MOryT
COAEepPKaTbCs HE3HAUMTE/IbHbIE HETOYHOCTY.

Ob6yuatowniica nNpuMBoAMT HeLOCTAaTOYHO pa3BepHyTbiit oTeeT. B | 1 6ann
onucaHue nNpasun NpeobpasoBaHMA LeblX TUMOB Ha A3blkax C/C++,
a TaK¥Ke OMUCaHUW YA3BMMOCTEN LEe/IOYMC/IEHHOro MnepenosiHeHus
MOTYT COAEPMKATLCA OTAENbHbIE HETOYHOCTU. OTCYTCTBYIOT NPUMEpbI
bparmeHTOB KOZA, COAEPMKALMX YA3BUMOCTU NEePEnoNHEHUS LiesblX
yucen.

MpeactaBneHo HeMosHOE WAM  codeprKaliee rpybble owwnbku | 0 6annos
onucaHWe npasua NpeobpasoBaHUA LebIX TUNOB Ha A3blkax C/C++




M onucaHue YA3BMMOCTEN  LLe/I0YMCAEHHOrO
OTcyTCTBYIOT NpUMepbl GparmeHToB Koaa.

nepenosiHeHuA.

2. Onuwume ya3zeumocmb muna nepenonHeHus 6ygepa e cmeke. lpusedume pexkomeHOayuUu Mo

06HapyxeHuo uau npedomepauwjeHuro 0aHHol yazsumocmu.

KpuTtepun oueHMBaHMA

LLIkana oueHoK

Obyuatowmiica nNpuMBOAUT pa3BEPHYTOE OMNMCaHUE YA3BUMMOCTU
nepenonHeHnn bydepa B cTeke. [laeT KOPPEKTHbIE PEKOMEHAALMM
No 06HapPYKEHUIO UAW NPEeSOTBPALLEHUIO AaHHOW YA3BUMOCTHU.

3 6anna

Obyyalowminca nNpuBOgUT [0CTAaTOYHO pPa3BEPHYTOE OnucaHue
YyA3BMMOCTWM nepenonHeHnna bydepa B cTeke. [laeT KOpPPEKTHble
pekoMeHZaumMm no o6HapPYKEHUIO UM NPesoTBPALLEHUNI0 AAHHOMN
yA3BMMOCTU. B onuMcaHuM MOryT copeprkaTbCAd He3HauuTesbHble
HETOYHOCTH.

2 banna

Obyyalowminca NpMBOAUT HELOCTAaTOYHO pPa3BepHyTbii oTBeT. B
OMNUCaHWM YA3BUMOCTM nepenosiHeHua 6ydepa B cTeke MoOryT
coAepKaTbC  OTAe/NbHble  HeToyHocTU.  OTCyTCTBYOT MU
npuBeLeHbl C CyLLeCTBEHHbIMM OWMBKamMM peKkomeHZauuu no
06HapPYKEHWNIO AN NPEAOTBPALLEHMUIO AAHHOW YA3BUMOCTM.

1 6ann

MpeactaBneHo HEMOJHOE WAM coaeprKaliee rpybble OWMBKM
onucaHue yA3BUMOCTM NepenonHeHuns bydepa B cteke. OTCYTCTBYIOT
pekomMeHAaLMN No 0BHAPYKEHUIO UAW NPeaoTBPALLEHUIO AAHHOM
YA3BUMOCTH.

0 6annos

3. Onuwume yaszsumocmob muna nepenonHeHus 6ygepa e Kyde. [pusedume pexkomeHOAUUU O

06HapyxceHuro unu npedomepaweHuUro 0aHHoli yazeumocmu.

Kputepum oueHnsaHunsa

LLIkana oueHOK

Obyuatowmiica npuMBOAMT pPa3BEPHYTOE OMWUCaHME YA3BUMOCTM
nepenosiHeHua bydepa B Kyye. [laeT KOPPEKTHble peKoMeHZaumnm
Nno 06HaPYKEHUIO UV NPEAOTBPALLEHUIO JAHHOW YA3BUMOCTHU.

3 6banna

Obyyalowminca npuBoaUT A0CTAaTOMHO pPa3BepHYTOoe onucaHue
YA3BMMOCTM nepenosiHeHna 6ydepa B Kydve. [laeT KOpPPEKTHble
pekomeHAaumMm no obHapyKeHUIo WM NPeaoTBPALLEHNI0 AaHHOM
yA3BMMOCTU. B onuMcaHuM MOryT coaepaTbCA He3HauuUTesbHble
HETOYHOCTH.

2 banna

Obyuatowmiica nNpMBOAMT HELOCTAaTOYHO pa3BepHyTbit oTBeT. B
OMUCAHUM YA3BMMOCTU nNepenosHeHna Oydepa B Kyye MoryT
COOEep)KaTbCA  OTAe/NbHble  HeToyHocTW.  OTCyTCTBYHOT — MAM
npuBegeHbl C CYLWECTBEHHbIMW OWWOKaMKM peKoMeHZauun no
OBHAPYKEHWUIO MM NPELOTBPALLEHMIO AAaHHOWN YA3BUMOCTMU.

1 6ann

MpeactaBneHo HeMoaHOe WAM coaeprKaliee rpybble OWMBKM
onuncaHue ya3BMMOCTM nepenosiHeHua bydepa B Kyye. OTCYTCTBYIOT
pekomeHZauMm no o6HapyKEeHUIO UAM NPeaoTBPALLEHNIO AAHHOM
YA3BUMOCTH.

0 6annos

4. Onuwume yA3sumocmu hopmamHbix cmpok. [Mpueedume peKomeHAayuu Mo O6HAPYHEHUIo uau

npedomepauweHut0 0aHHO20 muna yaszeumocmeli.

KpuTtepun oueHMBaHuA

LLIKana oueHoK

Obyvatowuiica NpuBOAMUT pa3BepHYTOe onucaHue yassumocTel | 3 banna
dbopmaTHbIX CTPOK. JlaeT KOpPEeKTHble peKoMeHZauuu no
OBHAPYKEHWUIO MM NPEAOTBPALLEHMIO TaKMX YA3BUMOCTEN.

Obyuvatowmitica nNpuMBOAMT AOCTAaTOMHO pasBepHyToe onucaHue | 2 6anna

yA3BMmocTelt GOpMaTHbIX CTPOK. [JaeT KOpPEKTHble PeKoMeHaaumUn
No 0BHAPYXEHUIO AW NPeAOTBPALLEHUIO AaHHbIX ya3BumMmocTen. B




OMNCaHNN MOTYT coaepaTbCA He3HaYnUTe/IbHble HETOYHOCTHW.

Obyyatowniica nNpuMBoAMT HeAOCTaTOYHO pPa3BepHyTbii oTseT. B | 1 6ann
OonucaHuMM yasBuMMocTen GOPMATHbIX CTPOK MOTYyT COoAepKaTbea
oTAenbHble  HeTOYHOCTU. OTCYTCTBYIOT WMAM  NpUBEAEHbI C
CYLLLECTBEHHbIMM OLWMOKaMM PEKOMEHLALMM MO 0OHAPYKEHUIO AN
npeAoTBPALLEHMIO TaKMX YA3BUMOCTEN.

MpeactaBneHo HeMosIHOE WAM  codeprkauiee rpybble owwnbku | 0 6annos
onucaHuve  yasBumocTelr  GOpPMaTHbIX  CTPOK.  OTcyTCTBYIOT
peKoMeHZauMM no OBHapyXEeHUI0 WAM MPeaoTBPALLEHUIO TaKMUX
YA3BUMOCTEN.

5. Onuwume ysA3sumMocmu HeKOPPeKmMHo20 UCMNoAbL308AHUA 3adeepuwairouwje2o Hyna. [lpusedume
pekomeHAayuu no ob6HapyxceHuo uau npedomepawjeHuro 0aHHO20 muna yazeumocmeii.

KpMTepMVI OoueHunBaHNUA LLIkana oueHoK

Obyyalowmitica nNpuMBOAMT pPa3BepHYTOe onucaHue yasBumocTen | 3 Banna
HEKOPPEKTHOrO  UCMO/Mb30BaHWA  3aBeplatowero Hyaa. [aet
KOPPEKTHblEe pekomeHaaLmm no 06HapyKeHUIo nnu
NPeAoTBPALLEHUNIO TAKUX YA3BMMOCTEN.

Obyyalowminca nNpuBogUT [0CTAaTOYHO pPa3BepHyToe onucaHue | 2 6anna
YA3BMMOCTEN HEKOPPEKTHOIO MCMO/b30BAaHMA 3aBEPLUAIOLLErO HYAS.
[aeT KOppeKTHble peKoOMeHZAUMM Mo  OBHApyKeHU  Man
NpPeaoTBPALLEHUIO AaHHbIX yA3BMMOCTEW. B onucaHuu moryt
COAEPKaTbCA HE3HAUMTEIbHbIE HETOYHOCTY.

Ob6yyvalowuiica NpPUBOAUT HEAOCTAaTOMHO pPa3BepHyTbin oTteeT. B | 1 6ann
onucaHum yA3BMMOCTEMN HEKOPPEKTHOTo MCMO1b30BaHNA
3aBepLIAOLLEro HyNa MOTYT COAEP*KaTbCA OTAE/bHble HETOYHOCTH.
OTCyTCTBYIOT WAM  NpUBEAEHbl C CYLLECTBEHHbIMM  OWMBKaMM
peKoOMeHZAUMN Mo OBHaPYKEHUIO UAN MPefOoTBPALLEHUIO TaKUX
YyA3BUMOCTEMN.

MNpeacTtaBneHo HEMNOMIHOE WAM  cofeprkalee rpybole ownbkum | 0 6annos
onucaHue yA3BMMOCTEN HEKOPPEKTHOrO NCMO/1Ib30BaHUA
3aBepwatowero  Hyns.  OTCyTCTBYIOT  peKoMeHAauuu no
O0BHAPYKEHWUIO UM NPEAOTBPALLEHUIO TaKUX YA3BMMOCTEN.

20.2 NpomexkyToUyHasa atTectaumsa

MpomeskyToYHasa aTTecTauma MOXKET BKA4YaTb B cebs MpOBEPKY TEOPETUYECKMX BOMPOCOB, a TaKXKe, Nnpwu
HeobxoaMMOCTU (B C/lyyae HEBbINOJIHEHUS B TeYEHWEe CeMecTpa), MPOBEpPKy BbIMOJIHEHUA YCTaHOBAEHHOIO
nepeyHa nabopaTopHbIX 3adaHW, TMO3BOAAOWUX OLEHUTb YPOBEHb MOJIYYEHHbIX 3HaHUM u/uan
npakTuyeckoe (uMe) 3agmaHue(sa), nossoaswouiee (Me) oueHUTb cTeneHb CHOPMUPOBAHHOCTU YMEHWUI U
HaBbIKOB.

ONnA OUEHKN TeopeTUYEeCKUX 3HAHWUK MCMO/b3yeTcs nepevyeHb KOHTPOJIbHO-U3MePUTE/bHbIX MaTeprasnos.
KaxKablh KOHTPO/IbHO-U3MEPUTE/IbHBIN MaTepuan A NPoBeaeHUA NMPOMENKYTOUYHOW aTTecTaummn BKAKYaeT
OBa 33a4aHuA - BOMPOCOB AN KOHTPOAA 3HAHWIA, YMEHWI M BAageHMM B paMKaxX OLEHKM YPOBHA
chOpPMMPOBAHHOCTM KomMeTeHuMn. MNpu oLeHUBAHUM MCMONAb3YEeTCA KOJMYeCTBEHHan WKana. Kputepum

oueHmBaHMA npuBeaeHbl B Ta6}'IMLI,e HUXKe.

Onsa oueHMBaHMA pes3y/ibTaToB OByYeHMA Ha 3K3aMeHe MCMOJIb3YyHTCA C/edylolme coAeprkaTesibHble

nokasarteau (bopmynmvpyerca c y4eTOM KOHKPETHbIX TpeboBaHUN ANCUNNINHDI):

1. 3HaHWe TeopeTUYeCKMX OCHOB y4ebHOro maTepurana, OCHOBHbIX onpeaesieHUn, NOHATUIA U
NCMO1b3yeMOMN TEPMMUHOJIOTUN;
2. ymeHue 060CHOBbIBAaTb CBOU CYXKAEHMA U NPOdECCUOHANbHYIO MO3MNLMIO MO M3n1araeMmomy BOMpPOCY;



3. B/IafleHWe HaBblKaMM NPOrPaMMMUPOBAHUSA, NCNOb30BAHMNA COBPEMEHHbIX MPOrPaMMHbIX CPEACTB
pa3paboTKN U OTAAAKM MPOrpamm.

4. BNageHue HaBblKaMW aHaNM3a UCXOLHOTO KOAa Ha NpeaMmeT HaNUUYMA YA3BUMOCTEN, HaBblIKaMU
NCMOIb30BAaHMA CMNEeLUanM3MPOBaHHbIX YTUANT CTaTUYECKOro U AMHAMMWYECKOrO aHau3a Koaa.

PasnnyHbie KOMBUHALMK MepeUnceHHbIX MoKasaTenen onpeaenatoT KPUTEPUN OLEHUBAHNA Pe3yNbTaToB
obyyeHuns (cbopMMPOBAHHOCTU KOMMNETEHLUMIA) Ha 3a4eTe:

® BbICOKUM (YrnybneHHbI) ypoBeHb CHOPMUPOBAHHOCTU KOMMETEHLMUN;
® MOBbIWEHHbIN (NPOABUHYTbIN) ypOBEHb CHOPMMUPOBAHHOCTU KOMMETEHLLUN;
® nNoporosbli (6a30BbIN) ypoBeHb CHGOPMUPOBAHHOCTU KOMMNETEHLUN.

ONns oueHMBaHMA pe3ynbTaToB 0byyeHUA Ha 3a4eTe UCMNOJb3yeTCss — 3a4TeHO, He 3a4TeHO No
pesyabTaTam TeCTUPOBaHMUA.

CooTHOWeHME n0Ka3aTeneP’|, KputepmeBs u WKaJlbl OULeHUBaHMA pPe3ysibTaToB o6yquvm Ha
rocygapCrBeHHOM 3K3amMmeHe npeancrtaB/1eHO B cne,u,yrouj,eﬁ Ta6nmu,e.

KpMTepMM oueHuMBaHUA KOMI'IeTeHLlMFi U WKaJia OUeHOK

Kputepumn oueHmnMBaHUA KOMNETEeHL NI YpoBeHb LLIkana oueHoK
chopmumpoBaH
HOCTH
KOMMNeTeHLun
Obyyatowmiica 4eMOHCTPUPYEeT NOJIHOE COOTBETCTBME 3HAHUN, MoBbIWEHHbIN OTAnYHO
YMEHWM, HaBbIKOB MO NPUBEAEHHbIM KpUTepmuam csoboaHO YypOBEHb

onepunpyet MNOHATUMHbIM annapatom um I'IpVIO6p6TEHHbIMVI
SHAHUAMU, YMEHUNAMMU, MPUNMEHAET UX NPU pelleHnn
NPaKTN4eCKUX 3agau. YcnewHo BbINO/IHEHbI na60paTopr|e

pa60TbI B COOTBETCTBUU C YCTAHOBJ/IEHHbIM NEepevYHeM.

OTBEeT Ha KOHTPOJIbHO-U3MEPUTE/IbHbBIN MaTepuan He ba3oBblit ypoBeEHb Xopowo
MOJIHOCTbIO COOTBETCTBYET O4HOMY U3 Mepevmnc/ieHHbIX Bbllle
nokasartenei, Ho oby4datowmiica AaeT NpaBu/ibHble OTBETbI Ha
AOMOIHUTENbHbIE BOMPOChI. Mpn aTom oby4atowminca
OEMOHCTPUPYET COOTBETCTBME 3HAHWUIA, YMEHUIA, HAaBbIKOB
npueBeaeHHbIM B TabMLUAX NOKa3aTesiaiM, HO AOMyCKaeT
He3HauymnTeIbHble OWMBKU, HETOYHOCTU, UCMbITbIBAET
3aTPyAHEHUA NPU peLleHnr NPaKTUYeCcKMxX 3a4a4. YcrnewHo
BbINOJIHEHbI labopaTopHble PaboTbl B COOTBETCTBUM C

YCTaHOB/1IEHHbIM NepeYvyHeM.

Ob6yuatowminca A4eMOHCTPUPYET HEMOIHOE COOTBETCTBUE Moporossbii YpoBneTBopmuTeNIbHO
3HaHWUN, YMEHUN, HaBbIKOB NpUBEeAEHHbIM B Tabaunuax YpOBEHb
nokasartesifAm, 40MNYyCKaeT 3HauMTeIbHble OWMNBKN Npu

pelleHnn npakTMYeckux 3agad. Npm aTom OTBET Ha
KOHTPOJ/IbHO-U3MEpPUTE/IbHbIN MaTepuas He COOTBETCTBYeT
Nto6bIM ABYM U3 Nepeymnc/ieHHbIX Nnokasartenei, obyyatowmiica
[aeT HernoJiHble OTBETbl Ha A0MOJ/IHUTE/IbHbIE BOMPOCHI.
YchnewHo BbINosiHeHbl nabopaTopHble paboTbl B COOTBETCTBUMU C

YCTaHOB/1IEHHbIM NepeYvyHeM.




OTBET Ha KOHTPOJIbHO-U3MEPUTE/IbHbBIN MaTepuan He - HeynosnetsoputenbHoO
COOTBETCTBYET /IlOObIM TPEM U3 MEepeyYnC/IeHHbIX NoKasaTenemn.
Ob6yuatowminca 4eMOHCTPUpPYeT OTPbIBOYHbIE, dparmeHTapHble
3HaHWA, AOoNyCcKaeT rpybble oWMBKN. He BbIMO/IHEHDI
nabopaTtopHble paboTbl B COOTBETCTBMU C YCTAHOB/IEHHbIM

nepe4yHem.

MprvMepHbIM NepeYeHb BOMPOCOB K 3a4eTy

Ne CopepraHue

1 Knaccudpukauyma yazsmmocrtei MO

2 YA3BMMOCTb NepenonHeHus bydepa B cTeke

3 YA3BUMOCTb NepenosiHeHuss bydepa B Kyye

4 YA38UMOCMb nepenoJiHeHUA Uyesibix

5 Yazsumocmb popmamHoli cmpokol

6 Memoobl o6Hapy:keHuA yazsumocmell. TecmuposaHue no npuHyuny «6es020 AWUKa»
7 Memoobl o6Hapy:xeHuAa ysa3sumocmell. TecmuposaHue No NPUHYUNY «4epHo20 AujUKa»
8 AuHamuyeckuli aHanus koda, ¢pazzuHzmecmuposaHue

9 lMpo6baemsbl 6ezonacHocmu 10, csA3aHHbIE ¢ KoMnuasmMopHoU onmumu3ayuel

10 lMpuHyunsil co30aHusa 6e3onacHozo 10, FOCT P569392016

11 Memooki 3awjumsi 10 om 83/10Ma

12 TexHu4eckue mepsbl 3aujumel 10

13 lMpuembi 06¢yckayuu

14 JAuHamuyeckoe semasJ/ieHUE U KOHMEeKCMHAsA 3as8UcUMocmb
15 AuHamuyeckue aHanu3amopsbl Kooa

16 Cpedcmsa omsiadKu U 83/10Ma hpo2pamm

17 O6¢yckayus abcmpakmHbix OaHHbIX

18 O6dycKayma Koga Ha aTane amMsaccembinpoBaHus




MprMep KOHTPOJIbHO-U3MEPUTEJIBHOIO MaTepuana
YTBEPHKAOAIO

3aBeayowmnin Kadbenpon TeXHONOrMIM 06pPaboTKU U 3aWUTbl MHOOPMaL MU

A.A. CuporTa
. .2023

HanpasneHune noarotosku / cneumnanbHoctb 10.05.01 KomnbioTepHaa 6e30nacHOCTb

OvicumnnmnHa 51.B.05 AHaaus ya3BMMOCTEN NporpamMmMHOro obecnevyeHusn

dopma 0byyeHus OyHoe

Bua, KOHTPOAA 3a4eT C OLEHKOW

Bupg atTrectaumm MNpomeXxKytoyHas

KoHTpoNbHO-U3MepUuTenbHbiM Matepuan Ne 1

1. Knaccuodukayma yassmumocten MO
2. CTaTnyeckue aHa/M3aTopbl Koda

MpenopasaTenb M.A. [iptoyeHKo



